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Abstract 

The Internet of Things (IoT) is one of computing field that currently growth and hottest trend for any 

related field in current years. The IoT is a concept where it enables every “thing” or device to 

connect, communicate and make a decision for the application in many fields including healthcare, 

disaster recovery, home automation, automation vehicle, Agriculture and etc. During the last century, 

the basic agriculture technology likes machines has been used. Nowadays, the modern technology 

adoption for the agriculture improvement. Though the modern technology, the farmers able to do a 

better job or are slightly improved from their predecessors. This paper review on the previous works 

that are related to the IoT protocols and this review is to identify the possible IoT protocol that could 

be used to develop an IoT System for agriculture. This review also focusing on the protocol that 

could working in a constrained environment. From the finding, Message Queue Telemetry Protocols 

(MQTT) are suitable to be used in a constrain environment (low communication bandwidth and 

unstable connection) and be able to operate in high latency environment, lightweight, and the most 

importance is reliable to be used in the smart agriculture applications.  
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1. Introduction 

An Internet of Things (IoT) is a concept where a 

group of “things” or devices are connected to each 

other, communicate through the network or internet 

and the devices operate with less human interactions 

(Aazam et al., 2018). In other word it operates 

intelligently. With the existing of IoT, human daily 

life is made easier and more efficient due to the 

enabling of devices to become more intelligence and 

easy to access by the users (Triantafillou et al., 

2018). From time to time the number of IoT devices 

are growth rapidly. Base on the prediction by Cisco 

IBSG, the number of IoT devices will reach 50 

billion by 2020 (Evans, 2011). In 2017, Gartner 

predicted that, by 2020 IoT devices will increase to 

20.4 billion units (Gartner, 2017). In the last past 

decades, the communication network is only be used 

in computers and mobile phones applications. 

However, in recent years, the communications 

networks have been used to connect home 

appliances, vehicle, parking system, sensors and 

many more.  Indirectly it shows that the IoT devices 

are widely develop and use. 

Due to the existence of IoT in agriculture, it 

brought the great revolution in this industry. By 

advancement of technologies now a day, the 

agriculture industries are able to find the solution to 

manage the resources and productivity issues (Farooq 

et al., 2019). However, in some case, the agriculture 

areas are having an issue on the unstable 

connectivity. Some developer developed a system 

without considering a suitable protocol because those 

protocol doesn’t matter as long as the system could 

run in developer’s environment (which is the 

connectivity is not an issue). At the end, during the 

deployment stage, the system could not run properly. 

There for, choosing a suitable protocol in developing 

an agriculture system are importance. In choosing the 

right protocol, a few considerations should be taken 

into account including energy efficiency, 

performance, resources usage, and reliability. In this 

paper, a few types of applications layers protocols 

have been reviewed and a suggestion protocol to be 

use for developing a system that suitable in 

constrained agriculture areas has been made.  

2. IoT Application Layer Protocols for 

Constrained Agriculture System 

There are few architectures has been provided 

for the IoT. However, IoT architecture generally 

represented as a multiple set of layers as shown in 

Figure 1 (Luzuriaga et al., 2015). 
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Figure 1: IoT Architecture. (Luzuriaga, et al., 2015) 

This reference architecture consists of four 

layers including device layer, network layer, 

session layer and application layer. Each of this 

layer has their own protocols used. However, this 

paper only focusing on the application layer 

protocols of Internet of Things. According to 

(Andy et al., 2017), Hypertext Transfer Protocol 

(HTTP), Constrained Application Protocol (C0AP), 

Advance Message Queuing Protocol and Message 

Queue Telemetry Protocols (MQTT) are most 

common use protocols in IoT Application layer. 

Those protocols have a lightweight message 

overhead, a small message size, and has a message 

management property (Andy et al., 2017). 

2.1 Message Queue Telemetry Protocols (MQTT) 

MQTT was first introduce by Andy Stanford 

Clark back in 1990. In 2013, it was standardized by 

OASIS. It runs over TCP/IP (Salman and Jain, 2017). 

According to Lombardi et al. 2021, MQTT is a 

protocol that supports the network with low 

bandwidth and high latency.  Luzuriaga et al. 2015 

also mention that MQTT protocol has solved the 

problem thar arise due to the unstable 

communication. This protocol is among the 

lightweight protocols that work on publish-subscribe 

model (Soni and Makwana, 2017). Besides, it is a 

simple and easy to deploy protocol which make this 

protocol suitable to be use in a constraint 

environment (Mishra and Kertész, 2020). In MQTT, 

there are 4 main component which is a broker, a 

topic, a publisher and a subscriber (Dobbelaere et al., 

2017). Figure 2 shows the message Exchange model 

in IoT for MQTT protocol. 

In this exchange model, a device could be a 

publisher where it can publish a message or a 

subscriber to receive the message from the topic it 

interested to or both (Jasenka et al., 2018). A broker 

is a centre component which is equivalent to a server. 

It acts as a centre node to enable the publisher to 

publish or send a data or to enable subscriber to 

receive a data with the help of a topic. (Sonawala et 

al., 2017). 

 

 

 

 

 
 

 

 
 

 

 
 

 

 
Figure 2: Message exchange model in IoT for MQTT 

protocol 

2.2 Constrained Application Protocol (CoAP) 

CoAP was introduced by Internet Engineering 

Task Force (IETF) and Constrained RESTful 

Environment working group known as CORE for 

providing lightweight RESTful interface (Mishra and 

Kertész, 2020). This protocol is similar to the HTTP 

concept which handling the communication with 3 a 

way handshaking. However, CoAP is build over 

UDP Platform. This is to reduce the overhead of this 

protocol. Once the overhead has been reduced, the 

reliability of this protocol also been reduced too. 

Figure 3 shows the architecture of CaAP (Mishra and 

Kertész, 2020). 

 

 

 

 

 

 

 

  

 

 

 

 

 

 
Figure 3: CoAP architecture 

In this protocol architecture, it is divided into 2 

sub layer which is message layer and 

request/response layer. Message layer are responsible 

to manage the redundancy and the consistency of 

message while the communication handled by 

request/ response layer.  

There are four (4) transmission mode for CoAP 

which are Confirmable Mode, Non-Confirmable 

mode, Piggyback mode and Separate mode. Figure 4 

illustrate 4 message transmission mode for CoAP 

(Salman and Jain, 2017). 
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Figure 4: CoAP message transmission mode 

Based on the Figure 4, the confirmable mode 

represents the reliable transmission mode where the 

message send with this mode will send repeatedly 

until the acknowledgement received by the sender. 

Non-confirmable mode represents a non-reliable 

transmission mode where no acknowledgment will 

be received by the sender. Piggyback is a mode used 

for client/server direct communication. The sender 

will receive an acknowledgment once received 

confirmable message or non-confirmable message. 

While the separate mode is a method to stop the 

sender send the message repeatedly by sending an 

empty message instate of sending an 

acknowledgment (Ansari et al., 2018). 

2.3 Advanced Message Queuing Protocols (AMQP) 

Beside the MQTT, another protocol that has been 

standardized by OASIS are Advanced Message 

Queuing Protocol (AMQP) and was designed to be 

use in financial industry and business management. 

Similar to MQTT, AMQP is using publish/subscribe 

model (Salman and Jain, 2017). Based on Köksal and 

Tekinerdogan (2017), this protocol is a server-to-

server protocol where it sends the transactional 

messages between servers. Figure 5 shows the 

communication model of AMQP. 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 5: Communication model for AMQP 

The AMQP communication is almost the same as 

MQTT since it used the same publish/subscribe 

model. The only difference between AMQP and 

MQTT communication model is in AMQP, the 

Broker are divided into 2 component which are 

Exchange and Queue. Exchange is responsible to 

receive the message that was published by the 

publisher and distribute it to the queue based on 

predefined rules. Once the data are available in the 

queue or known as topic, the subscriber that has 

connected to the Queue/ topic will get the data that 

has been published by the publisher (Köksal and 

Tekinerdogan, 2017). AMQP has an interoperability 

feature where it allows the system with difference 

languages and platform to exchange message 

(Dizdarevic et al., 2018). Besides, it can support any 

size of message and enable this protocol to handle 

the exchange of large number of messages 

(Luzuriaga et al., 2014). 

2.4 Hyper Text Transfer Protocol (HTTP) 

HTTP is a protocol that commonly in 

communication protocol and the oldest protocol 

used in IoT (Grigorik, 2013). This protocol was 

standardize based on IETF standard. It is a 

client/server model protocol and using 

request/respond format of messaging. In order to 

do create, read, update and delete (CRUD) 

operations, GET, POST, PUT and DELETE 

methods are used in this protocol. HTTP running 

on TCP/IP protocol model and using 3-way 

handshake communication proses. Due to that, it 

required high resources and less suitable running 

with the environment with low power (Dizdarevic 

et al., 2018 and Banks and Gupta, 2014). 

3. Performance Analysis and Comparation on 

IoT’s Application Layer Protocols Used in IoT 

From the review on the works that has been 

carry out by other researcher related to the 

commonly used protocol in IoT, the performance 

analysis of various Application layer protocols has 

been carried out based on different criteria 

including architecture, Header size, message size, 

overhead, power consumption, resource 

requirement, latency, bandwidth, IoT usage, QoS 

and reliability. Table 1 shows the comparison of 

MQTT, CoAP, AMQP and HTTP that commonly 

used in IoT environment. This protocol has been 

study, proposed and implemented and has been 

analyzed by other researcher in different 

applications and areas (Sonawala et al., 2017; 

OASIS, 2012; Luzuriaga et al., 2014; Naik, 2017;  

(Dobbelaere et al., 2017; Bormann et al., 2018 and 

Saint-Andre, 2004). The outcome from those 

researchers is, HTTP is a protocol that has a good 

scalability however it is not reliable. CoAP is a 

simple protocol and consume low CPU and 

memory resource however on the other hand, 
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CoAP has a high latency, bad packet delivery and 

unable to be used for complex data type (Yassein et 

al., 2016). AMQP is a protocol that is highly 

scalable and could operate the system with 

difference platform and language. It also has an 

ability to support industrial environment. However, 

AMQP are not suitable to handle an application 

that is in the constrained environment (Al-Fuqaha 

et al., 2015). While MQTT is a lightweight 

machine to machine (M2M) communication 

protocol. It provides the resources efficiency for 

the information exchange. Its support the 

communications with low bandwidth and high 

latency. Indirectly it could solve the problem that 

arise with unreliable communications (Luzuriaga et 

al., 2015). Table 1 shows the comparison between 

MQTT, CoAP, AMQP and HTTP. 

 
Table 1: Comparison of IoT application layer. 

Criteria MQTT CoAP AMQP HTTP 

Year 1999 2010 2003 1997 

Architecture Client/Broker 
Client/Server or 

Client/Broker 

Client/Broker or Client 

Server 
Client/Server 

Abstraction Publish/Subscribe 
Request/Response or 

Publish/Subscribe 

Request/Response or 

Publish/Subscribe 
Request/Response 

Transportation 

Protocol 
TCP UDP TCP TCP 

Header Size 2 Bytes 4 Bytes 8 Bytes Undefined 

Message Size 

Small and Undefined 

(upto 256MB 

maximum size)  

 

Higher then CoAP 

Small and undefined 

(Small to fit in single 

IP datagram) 

 

Lower then MQTT 

Negotiable and 

Undefined 

 

Higher then MQTT but 

lower than HTTP 

Large and 

Undefined  

 

Highers among all 

protocol 

Message 

Overhead 

Medium (Higher 

than CoAP) 
Low 

Medium (Higher then 

MQTT and Lower 

than HTTP) 

High 

Power 

Consumption 

Medium (Higher than 

CoAP) 
Low 

Medium (Higher then 

MQTT and Lower 

than HTTP) 

High 

Resource 

Requirement 

Medium (Higher than 

CoAP) 
Low 

Medium (Higher then 

MQTT and Lower 

than HTTP) 

High 

Latency 
Medium (Higher than 

CoAP) 
Low 

Medium (Higher then 

MQTT and Lower 

than HTTP) 

High 

Bandwidth 
Medium (Higher than 

CoAP) 
Low 

Medium (Higher then 

MQTT and Lower 

than HTTP) 

High 

Reliability High 

Medium (Higher than 

HTTP and Lower than 

AMQP) 

Medium (Higher then 

CoAP and Lower then 

MQTT) 

Low 

QoS High 

Medium (Higher than 

HTTP and Lower than 

AMQP) 

Medium (Higher then 

CoAP and Lower then 

MQTT) 

Low 

Standards 
OASIS, Eclipse 

Foundation 

IETF, Eclipse 

Foundation 

OASIS, Eclipse 

Foundation 
IETF and W3C 

IoT Usage High 

Medium (Higher to 

HTTP but Lower to 

AMQP 

Medium (Higher to 

CoAP but Lower to 

MQTT) 

Low 

4. Conclusion 

This paper is reviewing previous works that is 

related to the commonly used IoT protocols and 

focusing on the Application Layer protocols IoT 

enable Smart Agriculture environments. From this 

review, a discussion and comparison between the 

protocols has been made based on those protocol 

criteria and performances. Each of those protocol has 

their own advantage and disadvantages based on the 

application. However, in this paper, the main focus is 

to evaluate which protocol is suitable for the 

agriculture field with the constrained environment. In 

the constrain environment, the most important 

criteria to be taken into account are resource and 

power consumption, tolerance to the latency and also 
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the network communication requirements. Based on 

the finding, Message Queue Telemetry Protocols 

(MQTT) is the most suitable layer protocol to be 

used in the constrained environment due to it criteria 

which is light wight, low power consumption, low 

latency and reliable.   
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